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Bounds

« Goal: Explain cyber adversary “attacker” (someone exploiting our
reliance on cyberspace), and their resiliency to defender’s actions.

* Premise:

— Developing robust resilient cyber solutions that leaders will deploy in
operational environments requires us to think holistically

» If you’re trying to build systems resilient in the face of threats, you
need to understand the threats

 Disclaimer.

— I’m not talking about gathering intelligence on specific threats,
individuals, groups.
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Observations

1 - Avoid security buzzwords and myths
— Risk Management.
— Advanced Persistent Threats (APT)
— “Stupid User”
— Cyber War
2 - Attacking is a mindset, not a technology
3 — Our actions make attackers more resilient and encourage attackers
4 - Resilient system must evolve

5 - Resilient systems must protect all of your missions, not the
network and systems

6 - Attacker will use transitivity against you
7 - Attackers will react to your actions
8 - Your most dangerous opponents may never touch your technology



mon-ii
MOD-2 Systems, LLE

Questions?

Michael A. VanPutte, Ph.D.
MOD-2 Systems
michael@mvanputte.com
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